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Registration Dialog Licensing Method

ZDELETE FREQUENTLY ASKED QUESTIONS

Standards Used in This Guide

The following standards are used to provide more concise documentation:

Tablel User Input

Description

Example

Action

Bold text within square Press[Enter]. Press[Y] Press the key on the keyboard that corresponds to the

brackets. message within square brackets.

Bold text and operand ~ Press [Ctrl + B] Together, press the combination of keys within the
within square brackets. square brackets.

Bold text. Click OK With the mouse pointer, find the icon or button

indicated and left-click that icon.
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INTRODUCTION

This chapter gives an overview of the ZDelete application.

Overview of
ZDelete

Features of ZDelete

ZDelete is designed to help protect your privacy by deleting filesin such away asto
prevent other people from recovering your private data after deletion. ZDelete is adata
cleanup and erase utility that can delete selected folders, groups of files, Internet cache,
history, cookies, etc. without any possibility of datarecovery afterward. It allowsyou to
use the Internet without leaving any history or residual data on your hard drive.
Integrated Disk Wiper can clear out all free space on a hard disk so that recovery of
deleted files becomes impossible.

ZDelete conforms to US Department of Defense clearing and sanitizing standard DoD
5220.22-M. You can be confident that once your confidential files are destroyed with
this secure deletion utility, sensitive information is eliminated forever. It is a powerful
and flexible data shredder for information that must be permanently directed away from
the hard drive. For safety and convenience, ZDelete provides a preview of thelist of
planned cleanup paths before engaging the process.

Below isalist of main features for ZDelete:
Graphical User Interfaceintegrated with Windows Explorer and Micr osoft
Internet Explorer.
Windows Drag-and-Drop and Hotkey functionality.
Functions reside in context command menus.
Clear Internet system folders, Internet cookies and Internet cache.

ZDelete Can icon - Similar in operation to Windows Recycle Bin but different in
purpose. Where the Recycle Bin provides a place to easily recover deleted files,
ZDelete Can securely removes data forever.

A custom profile can be defined for the Auto-Cleaner feature. All defined hard
drive folders and files can be cleaned up al at once with just one click.

With ZDelete Wizard you can easily configure Auto-Cleaner to run automatically
at a specified time using the standard Microsoft Windows Task Scheduler.

The program supports custom configuration of all options; e.g. the number of passes
for data sweeping.
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Purpose of ZDelete

Key Components

With today’s sophisticated data recovery utilities, confidentiality of deleted filesis
guestionable with existing Windows Delete, Empty Recycle Bin, Clear History and
Delete Temporary | nternet Filescommands. Anintruder using alow-level disk editor
or one of many recovery tools (for example Restor er 2000) will find deleted files are
still recoverable. Even contents of deleted files, encrypted in Windows 2000 can be
recovered. The only way to make sure that deleted files are not recovered isto use a
secure application that explicitly destroys the data, overwriting and replacing hard drive
surface with random data as the Department of Defense recommends in DoD
5220.22-M / NISPOM 8-306. ZD€lete is designed to be such a security tool and
conforms to these structured standards.

ZDelete can conveniently take the place of standard delete commands in Windows 95,
Windows 98, Windows ME, Windows NT, Windows 2000 on any file system (FAT,
FAT32, NTFS or NTFS5). ZDelete removes any possibility of unwanted file access or
tracing of deleted data history and eliminates any chance of success for those using
restored information against the owner's will.

The table below lists key components of the utility:

Table 1-1 ZDelete Key Components
Component Name Description

ZDelete Wizard Configure custom profile for Auto-Cleaner, Disk Wiper and
utility options. Also select custom items for removal.

ZD¢elete Auto-Cleaner Select standard system foldersin various locations to be
scrubbed clean by deleting and removing temporary files and
recent history files.

ZD¢elete Disk Wiper Wipe al hard drive free space, making it impossible to recover
previously deleted files from residual data.

ZDelete for Windows Explorer  For users who prefer the Windows Graphical User Interface
(GUI) this feature alows the execution of any ZDelete
commands from within Windows Explorer. Select the file or
group of items, right-click and select a ZDelete command from
the context menu. Alternately, drag and drop files onto the
ZDelete Can icon on the Desktop.

ZDelete Console Application  For users who prefer command line access to administration
functions, ZDelete commands can be executed individually
from the DOS command prompt console - with or without
parameters.
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This chapter describes the functions of the ZDelete Wizard.

Overview ZDelete Wizard is designed to help configure a custom item-removal profile for
Auto-Cleaner, Disk Wiper and utility options. Also select custom items for removal.

The Auto-Cleaner profileisthe set of items (files, patterns, drives) chosen for
cleaning when ZDelete Auto-Cleaner is run. Auto-Cleaner has three sections:
System Folders
Custom Items
Disk Wiper
For more information on items, see description in Step 2, below.
ZDéelete Options define common behaviors for the utility to use in all situations; for

example when a command is given, you might prefer to include a confirmation screen,
or to engage the command immediately without confirmation.

What ZDelete ZDelete removes specified files and folders and files and folders indicated using
Removes patterns. To make for more concise documentation, all these elements will be referred
to as items. Some examples of items as Files or as Patterns are given below.

Item asFile
A Fileisan operating system file, as defined by an absolute or arelative path.

Table2-1 Examplesof File Items

Name Description

DOCUMENT.DOC Without a path, indicating it islocated in current
directory.

CA\TEMP\DOCUMENT.DOC Located by absolute path from the root of drive C:

ATEMP\DOCUMENT.DOC Located by relative path (a subfolder of the current

folder).
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Item as Pattern

A Pattern is a set of symbols - including system symbols - that define a system pattern
(or template) for files to be selected. The Pattern can include a folder name as prefix.

Microsoft Windows system symbols for pattern-type file search include:

Asterisk (*) - Indicates zero or any humber of any characters.
Question Mark (?) - Indicates any single character.

Table 2-2 Examples of Pattern Items

Name Description

C:\MY FOLDER\\* Indicates all files and folders located in location
C\MY FOLDER.

* DOC Indicates all files with DOC extension located in
current directory.

CA\TEMP\*.DOC Indicates all files with DOC extension in location
CA\TEMP.

C:\Program Files\New Folder\* All files located by absolute path, relative to root of
drive C:

ATEMP\* * All fileslocated by relative path \TEMP as a

subfolder of current folder).

Step 1: Welcome  The Wizard guides you through five screens:

Step 1: Welcome

Step 2: Auto-Cleaner System Folders
Step 3: Auto-Cleaner Custom Items
Step 4: Auto-Cleaner Disk Wiper
Step 5: ZDelete Options

To engage ZDelete Wizard, click the Windows Start button.

Click Programs and ZDelete.



Overview 5

Click ZDelete Wizard. The Welcome screen appears:

Figure2-1 ZDelete Wizard Welcome Screen
Step 1: Welcome to ZDelete x|

wielcome to the Z0elete Wizard.

zp This pragram will configure your preferences for 20 elete Auta-Cleaner,
elete ZDhelete Dizk YWiper and Z0elete O ptions.

2

S
lr“*"”— T =3 IMPORTAMT: Remember - if vou uze ZDelete or ZDelete Auto-Cleaner,
£ (€ - = intentionally or nat intentionally, to delete files or clear folders, these items
!:> - will be destrayed permanently, their content's will be changed, and there
b - wollld be no way to restare them.
*f" =
- +
< - d
- : : ; ; ]
e Click Mest to continue with the configuration setup.
g

To Exit without sefting up ZDelete profile, click Cancel.

Cancel Help

The buttons at bottom of the screen are common to al five wizard screens:

Table 2-3 Common Wizard Buttons
Button Description

Next  Moveforward to the next wizard step.

Back  Move one step back to verify or change parameters already specified.

Cancel Removesall parameters set in all wizard screens and closes the wizard without making
any changes to the profile.

Finish  Appearing only in the final wizard screen, click Finish to save al parameters to your
profile.

Help  Openthe ZDelete online guide.

Step 2: Auto-Cleaner Step 2 of Wizard allows you to define System Folder s to be cleaned up when the
- System Folders ZDelete Auto-Cleaner command is engaged.

System Foldersfor your profile are created and managed by the Windows operating
system. For example when you open a Web page with graphicsin Internet Explorer,
all images from the page are placed in the folder Temporary I nternet Files. The
reason thisis doneis that the system assumes this page will be viewed more than once.
It stores the images on the local drive so that when the page is viewed the next time, it
will load up for viewing much more quickly. These images will stay on your system
until you delete them manually or the operating system del etes them automatically.
Anyone who gains access to your hard drive can review these images and determine
which Web pages you have been viewing.
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0]

Below is an image of the Auto-Cleaner - System Folders screen.

Figure2-2 Auto-Cleaner - System Folders

Step 2: ZDelete Auto-Cleaner - System Folders
Select System Folders you would like to clean up by ZDelete Auto-Cleaner

@, . ;
s EEIE V¥ My Temporary Intemet Files
J’_&'\ [ My Intemet Cookies
r;,, i )= ™ My Histary
IE} s e [ My Recently Used List
‘;— T ™ My Favorites
G \1 ™ My Pictures

-l [ My Media Player Becent List

S [ My &uto-Complete Histary [Forms and Passwords)
! RUM MW |
[ My Fecycle Bin
< Back I Mest > I Cancel | Help |

You can preview the contents of a selected folder content by clicking the View button
to the right side of the folder name.

To erase selected filesimmediately click RUN NOW!

Attention to Netscape Navigator Users: When you install Netscape Navigator, you
have an option to store Internet Cache, Cookies, Bookmarks and History in the default
locations, or in a custom location, selected by you. If you choose a custom location for
these folders, they will not be cleaned by ZDelete. However, you can manually specify
the exact path to Netscape's Disk Cache Folder, Netscape's Cookies, History and
Bookmarks files (cookies.txt, netscape.hst, bookmark.htm) in the Step 3 screen of
ZDelete Wizard.

Note: If your operating system uses a version of Windows Shell (Shell32.dll) prior to
version 4.71, some of check boxesin Sep 2 could be grayed and inaccessible. This
happens because the operating systemis older and does not support programmable
interface to these Virtual Folders.

If thisis the case, you cannot specify them for cleaning in Sep 2. If you would like to
clean them, one way is to add the virtual path to these folders manually in Step 3 of
ZDelete Wizard. This solves only part of the issue, however. It will not solve the issue
compl etely because some information is left in cache files that are constantly used by
the operating system and will result in a use-conflict situation. Another solutionisto
upgrade Windows Shell by installing a newer version of Microsoft Internet Explorer
(v.4.0 or higher); it does not always solve the issue.

See also - Note on following page.
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By enabling the convenient checkboxes, ZDelete searches for folder locations as
defined by the operating system.

A brief description of System Foldersfollows:

Table 2-4 Description of System Folders

Name

Description

My Temporary Files

Folder where most applications store temporary files.

ZDeletelooks first where TM P environment variable for your
profile points, then for TEMP if TMP does not exist.

My Temporary Internet Files

Folder where Internet Browser storesimages and HTML pages
for your profile to access them faster in the future.

My Internet Cookies

Folder where Internet Browser stores cookies for your profile.
Cookies are small text files - they are like the browser's
variables for interaction with aWeb Server.

My History

Folder where Internet Browser and operating system storealist
of recently used links.

My Recently Used
Documents List

Folder where the operating system stores a list of shortcuts for
recently used documents.

My Favorites Folder where the operating system stores Favorite Links for
your profile.
My Pictures Folder with the same name where the operating system

suggests that you keep your images. Thisfeatureis new in
Windows 2000 and Windows ME. If it does not exist, thisitem
will be grayed and inaccessible.

My Media Player Recent List

Place where the operating system stores alist of recently
played mediafilesand URLSs.

My Auto-Complete History
(Forms and Passwords)

Place where the operating system stores your history of
recently typed names, links, passwords, history in search
engines, etc.... If thisfeatureis turned on in Internet Explorer,
sometimes you can notice that when you start typing in the
standard edit field in browser, a drop-down list appears and
you can select the value fromit.

My Recycle Bin

The standard Windows Recycle Bin - avirtual folder where
deleted files and folders are stored until your clear or restore
them.

Remember: The standard Windows Empty Recycle Bin
command does not actually destroy the data. It is still
recoverable.

Instead of using Empty Recycle Bin command, we advise you
to check this option and run Auto-Cleaner to make sure that
itemsin Recycle Bin are permanently destroyed.

Note: If ZDelete tries to delete files that are in use by the operating system, it will
encounter a use-conflict and leave the file alone. If this situation happens, an error

message will be displayed on the screen. An exception to thisrule - for use-conflict files
in system folders, ZDelete skips the files without displaying the error message. These

error messages can be found in the ZDelete log file.

Warning: Be careful if you decide to erase the My Pictures folder. All other folders on
this screen keep no real documents. Rather, they store temporary files and links to files.

This folder, however can be the main storage folder for important data files. After

ZDelete Auto-Cleaner has erased the contents of this folder, there is no way to restore

files.
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Step 3: Auto-Cleaner
- Custom ltems

In this step, define custom items (files and patterns) to be cleaned up when ZDelete
Auto-Cleaner is engaged.

Below is afigure showing the screen for Custom Items:

Figure 2-3 Auto-Cleaner - Custom Items
Step 3: ZDelete Auto-Cleaner - Cuztom Items

Add folders, files or patterns you want to destroy by ZDelete Auto-Cleaner

@[efe — Select Item

YOUR PRIVACY PROTECTION I Add

"N
: \, Browse. .. |

y

&

%

'

_r u_; - ;
“ & - Bemove |
"

< Back I Mest » I Cancel Help

Adding a Custom Item

Custom Item command behaves similar to the Microsoft standard delete (del)
command in Windows. For example, using the pattern C:\MY FOLDER\*.tmp, the
following will happen:

All files with the extension TMP will be withdrawn from the folder C\MY
FOLDER (e.g. myfile.tmp is removed).

All subfolders with a matching suffix are ZDeleted, along with their contents
whether or not the content files have the matching suffix (e.g.mysubfolder.tmpis
removed).

If there are subfoldersin C:\MY FOLDER, and the folder name does not have the
TMP suffix, contents will NOT be processed at all (e.g. mysubfolder is not
touched).
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The table below contains some examples:

Table 2-5 Example Custom Item Patterns

Pattern ZDelete Action

C:\MY FOLDER\*.DOC All files and folders with extension DOC in C:\MY FOLDER
C:\MY DOCUMENTS\MyFiletxt Singletext file (MyFile.txt) located in C\AMY DOCUMENTS
C\TEMP\* All files and folderslocated in CA\TEMP

To add a custom item for Auto-Cleaner, follow these steps:

Click Browse... and navigate to a folder using the standard Microsoft browse dialog
box.

Click on the folder. In the Select Item field, the path for the selected folder will be
displayed, for example:

C\MY FOLDER\*.tmp

Change the item manually, if needed. For example, to change the pattern to remove
only thosefilesending in ZI P:

C:\MY FOLDER\*.zip
Click Add. The pattern as edited appears in the Custom Items list box.

Editing a Custom Item
To edit a custom item for Auto-Cleaner, follow these steps:

Note: To add a unique pattern or file type, select the file or folder first, and then add or
change symbols for the unique pattern (using asterisk(*) or question mark(?)).

1 Click ontheiteminthelist box. It appearsin the Select Item box above.

Change the item manually and click Add. The newly-changed item appearsin the list
box under the previous item.

Figure 2-4 Newly-Changed Item Appears Below

Add folders, files or pattermns you want to destroy by ZDelete Auto-Cleaner

— Select ltem

|
Browse... |

C:AMY FOLDERY zip
CoAMy FOLDERM . trnp

Remove |
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Step 4: Auto-Cleaner
- Disk Wiper

Selecting Several Items

1 Double-click itemin thelist box, and standard Microsoft File Open dialog box appears

showing the selected folder and all contents.

2 Select one or severa filesto be added to the list box. Click Open. All selected files

appear in the Custom Itemslist box as pictured below.

Figure2-5 Files Added to List Box

Add folders, files or patterns you want to destroy by ZDelete Auto-Cleaner

Select Item

IE:\MY FOLDERY tmp Add
Browsze. .. |

C:\y FOLDERY zip
LMY FOLDE RS tp

C:\MY FOLDERAT ools far helping in enroliing men to th.doc

C:\MY FOLDERACPR for the captainz for the rest of this cypcle

C:\MY FOLDER \geoff wcf Remove |
C:s\MY FOLDERLD Reg Form.doc

C:\MY FOLDER\leadership. tut

C:\MY FOLDER R eqistration Form and Flyer.doc

C:AkY FOLDER S coolimages. jpg

Removing Items From the List Box
To remove any item from the list box, follow these steps:

Select anitem or several items. Standard Microsoft selection rules apply. For example
to choose a series of items consecutively, click the top item, press [Shift] on the
keyboard and click the bottom item. To choose several itemsindividually, press[Ctrl]
on the keyboard and click each item.

Once dl items have been selected, click Remove to withdraw selected items from the
list box.

In this step, define a set of hard drives to be wiped when ZDelete Auto-Cleaner is
started.

ZDelete Disk Wiper isasecure utility that will “wipe” al the free space on adrive,
making it impossible to recover files that were previously deleted. Wiping thedrive
does NOT delete existing files on it, but makes it impossible to recover any file that
was previously deleted, even if using recovery tools. In other words, the surface of the
disk that is not occupied by any currently existing fileis cleared of dataresidue that
may still exist.

If you have been using the Windows delete command, prior to installing ZDelete, your
drives will contain data residue from previously deleted files. These files can easily be
restored by someone using a data recovery utility. If you are dealing with secure or
sensitive data, it is better to run Disk Wiper on al drivesto secure deleted files. Once
this processis complete, it will beimpossible for anybody to restore any document
deleted before you started using ZDelete and your privacy will be protected.



Overview 11

ZDelete Disk Wiper can be used manually from a Microsoft Explorer context menu, or
automatically, when you run ZDelete Auto-Cleaner as a scheduled task.

A figure of the Disk Wiper screen appears below:
Figure 2-6 Auto-Cleaner - Disk Wiper
Step 4: ZDelete Auto-Cleaner - Disk Wiper x|

Select Drives you would like to clean up by Z0elete Disk Wiper when

z Auto-Cleaner is running.
Delete Cleaninig the drive doss MOT delste existing files on it, but makes it impozsible ta
VACY PR CTION

recover any file [that waz previouzly deleted] using any recovering tools,
In other waords, surface of the dizk, that iz not occupied by any currently existing
file, iz being cleared of remains of data that may still exist.

MOTE: Be aware that cleaning the dizks iz very lengthy procedure. [t could take
hours but give you guaranteed resultz. Apply it only when neceszan.

To run ZDelete Disk “Wiper for the particular drive immediately [not in contest of
Auto-Cleaner). use context menu in Windows Explorer for the selected drive.

< Back I Mewut » I Cancel | Help |

Wiping the disk isalengthy procedure, and does not need to be performed frequently. It
isauseful feature if you have recently completed the ZDelete installation. Wiping all
drivesis an extra precaution that you might find useful.

Enable the checkbox next to al drives that you want to Disk Wipe.
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Step 5: ZDelete ZDelete options affect the behavior of all utilities in ZDelete package:

Options
ZD¢€lete Auto-Cleaner

ZDelete for Windows Explorer
ZDelete Console Application.

If your operating system supports task scheduling, you can run Windows Task
Scheduler from this screen and create a scheduled job for ZDelete Auto-Cleaner.

Figure 2-7 ZDelete Options
Step 5. ZDelete Options

—ZDelete Options

z ¥ *Yes. | want ta have confirmation of any ZDelete command
elete ¥ “Yes, | want to zee ZDeleting progress

YOUR PRIVACY PROTECTION

¥ *es, | want to see ZDelete Can on the Desktop
™ *es. | want ta log the last commands to the test file

™ *es, | want ta cloge Intemet Esplorer when uto-Cleaner starts

-i *‘h_ i ~ Security Level
4 I'I "I pazz(es) to be applied for the secure data ovenariting

i - —ou can zchedule automatic run of Aubo-Cleaner for your profile
y - RUF S Eheiler | There is no schaduled tasks

Click Finizh to zave profile configuration, to discard changes click Cancel.

< Back I Finizh I Cancel Help
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The table below specifies the options:

Table 2-6 ZDelete Options

Command

Description

Confirmation of any ZDelete
command

When enabled, a confirmation screen appears before any ZDelete
command is engaged.

Asthefileremoval functions of ZDelete are permanent, itis
recommended that you keep this option enabled to make sure that
you are aware of deleting actions asthey are executed.

See ZDeleting Progress

After ZDeleting has begun, each file appears by name, so that you
may monitor progress of the utility.

In Windows, a standard animated dialog box appears and displays a
progress bar.

In both Windows and DOS console, the [ESC] key will cancel
ZDeleting for files that have not yet been destroyed.

It is recommended that you keep this option enabled to have the
ability to cancel any ZDelete command. Without this feature, there
is no way to stop the ZDel ete process, other than by turning off the
computer.

Note: If you are using ZDelete to destroy a single small
file or a set of small files, there might not be enough time
for the progress dialog to appear on a screen. The
command will be executed whether or not this screen

appears.

ZDelete Can on the Desktop

ZDelete Can

ZDelete Can on your Desktop is a container icon where you can
drop files and folders to destroy them permanently.

Logging last commands

ZDeletelogisatext file that is created by enabling this option. It
will be located in the folder where you installed software.

When enabled, ZDelete.log saves a record of recent commands,
command durations, error messages and other pertinent data.

ZDeletelog will not record names of destroyed file. It will record
the number of files processed, and names of files that could not be
processed due to errors.

Thislog file can be helpful to confirm the approximate time that
ZDelete Auto-Cleaner isrun automatically or to help correct
problems with automatic configuration.

CloselInternet Explorer when
Auto-Cleaner starts

Enable this option if you want to automatically close all instances of
Internet Explorer when Auto-Cleaner is started.

Enabling this option will eliminate access problems when cleaning
Internet History or Temporary Internet Files. In some instances,
popup windows (advertising) appear automaticaly, causing
confusion in the folder when both creating and removing functions
are happening at the same time.
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Command

Description

Security Level - number of
passes

When ZDelete destroys data, it overwrites with random data one

time by default (one pass). Y ou can specify the number of passes
here.

Base overwriting level includes atriple pass (once with zeros, once
with OxFFFF, and a third time with random character) as US
Department of Defence recommends in clearing and sanitizing
standard DoD 5220.22-M.

By increasing the number of passes, the length of time for ZDelete
process will be increased as well.




ZDELETE AUTO-CLEANER
AND DISK WIPER

This chapter gives an overview of ZDelete Auto-Cleaner.

ZDelete
Auto-Cleaner
Basics

(i)

How To Use ZDelete
Auto-Cleaner

ZDelete Auto-Cleaner is a security manager consisting of apersonal item-removal
profile, designed to restrict unwanted access to your private data. It allows you to define
specific hard drive areas and clean them up on aregular basis. You can schedule
periodical runs of Auto-Cleaner using standard Windows Scheduler (see Scheduling
ZDelete Auto-Cleaner).

A personal item-removal and disk-wiping profile consists of alist of named system
folders and custom items (files and patterns) and data residue you want to destroy. Use
ZDelete Wizard steps 2 and 3 to create the profile and configure options.

The ZDelete Auto-Cleaner command automatically removes all itemsin your profile
so that recovering these files becomes impossible. (see the explanation, later in this
chapter).

ZDelete Auto-Cleaner appears as atoolbar button in Microsoft | nternet Explorer
(version 5.0 and above).

Note: If your Internet Explorer toolbar has been customized, ZDelete Auto-Cleaner
icon will not appear by default. It can be easily added from the list of available buttons
in the Customize Toolbar dialog, or by clicking Reset in the same dialog screen.

Use the ZDelete Wizard to create aitem-removal profile for Auto-Cleaner. Once
created, there are several ways to run ZDelete Auto-Cleaner for cleaning up your
profile:

Choose menu item ZDelete Auto-Cleaner from the Windows Sart menu

Press[Ctrl + Alt + Z] key combination that is associated with shortcut in Windows
Sart menu

Click ZDelete Auto-Cleaner toolbar iconin Microsoft I nternet Explorer (version
5.0 and above)

In Windows, double-click the ZDEL ETE.EXE file from the folder where you
installed software

Start the DOS console application ZD.EXE and type CLEAR in the command
prompt
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After Auto-Cleaner starts you will see a Windows graphical user interface (GUI) or a
DOS console list of activities depending on the way you run the command. With the
Windows interface, you can interact with the program (see ZDelete for Windows
Explorer Basicsin Chapter 5, or ZDelete Console Application Basicsin Chapter 6 for
more details).

Figure3-1 Windows Interface and DOS Interface Screens
ZDelete Confirm
Recovery becomes impossible!

Are you sure you want to ZDelete this item?

C:hltmp

22 days left for evaluation
@ 2002 LSoft Technologies Inc,

[#*]Command Prompt - zd

ZD C:\> ttmp

Recovery becomes impossible?

fire you sure you want to ZDelete *THPF? [Y¥-N]

If you started Auto-Cleaner using the GUI, you will seethelist of items, as defined in
ZDéelete Wizard (both Custom Items and System Folders), and you can edit the
selection profile for this particular run before engaging the utility.

Scheduling ZDelete UseWindows Scheduling utility to program ZDelete Auto-Cleaner to run with or
Auto-Cleaner without user interaction.

Wizard Scheduling

1 Start ZDelete Wizard and advance the screens to Step 5 by clicking Next.

2 Click Run Scheduler. The Schedule screen appears.

3 Inthe Scheduletab, set start time and frequency if needed.

4 Click the Task tab. The path to ZDEL ETE.EXE appears automatically in the Run field,
including the CLEAR parameter.

Figure 3-2 ZDelete Wizard Run Scheduler

Task |Schedule| Settingsl

& ENWIHMTAT askehZDelete Auto-Cleaner job

Run: APROGEA™TMLSOFTT 1" Deleteh=Telete. exe CLEAR)

Browsze... |

5 When all parameters are set, click OK in this screen to complete Wizard Scheduling.
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CLEAR Parameter
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Windows Scheduling

1 InWindows Control Panel, double-click Scheduled Tasks.
2 Double-click Add New Scheduled Task.
3 Navigate to indicate the full path to Auto-Cleaner's program name (ZD.EXE or

ZDELETE.EXE) in Job's Properties.

4 Optionally, specify the command line parameter CLEAR.
5 Specify the schedule indicating frequency and time.
6 InWindows NT and Windows 2000, specify Run As parameters.

For more details on scheduling configuring options, see Using Task Sched-
uler in Microsoft Windows Help.

When scheduling, you can choose either ZD.EXE (the DOS consol e utility) or
ZDELETE.EXE (the Windows Graphical User Interface utility) to start Auto-Cleaner
with or without the parameter CLEAR.

The table below outlines the various options for CLEAR:

Table3-1 Optionsfor CLEAR Setting
Executable File CLEAR Setting Description
ZDELETE.EXE With CLEAR No user input required to execute command.

ZDELETE.EXE Without CLEAR Depends on the Confirmation setting (ZDelete Options
screen) whether or not user confirms action.

ZD.EXE With CLEAR No user input required to execute command.

ZD.EXE Without CLEAR Depends on the Confir mation setting (ZDelete Options
screen) whether or not user confirms action.
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ZDelete Disk
Wiper Basics

Using ZDelete Disk
Wiper

ZDelete Disk Wiper is a secure utility that allows you to wipe all free space on adrive
making it impossible to recover previously deleted files.

Wiping thedrive does NOT delete existing files on it, but makes it impossible to
recover any previously deleted file, even when using data recovery tools. In other
words, areas on the hard disk, that are not occupied by currently existing files, are
cleared of dataresidue that may still exist.

If you have been using the Windows delete command, prior to installing ZDelete, your
drives will contain data residue from previously deleted files. These files can easily be
restored by someone using a data recovery utility. If you are dealing with secure or
sensitive data, it is better to run Disk Wiper on al drivesto secure deleted files. Once
this processis complete, it will beimpossible for anybody to restore any document
deleted before you started using ZDelete and your privacy will be protected.

Usethe ZDelete Wizard (Step 4) to define a set of drives to be wiped when you run
ZDéelete Auto-Cleaner either manually or as a scheduled task.

Access ZDelete Disk Wiper for setup in one of severa ways:
In Windows Explorer, right-click the selected drive and execute ZDelete Disk

Wiper command from the context menu (see figure below).

Figure3-3 Starting ZDeletein Explorer

|J Address I@ My Camputer j @& |
Folders X a ;l
_‘l
::ﬁ Deskbop - L
- = w Explore
@ My Documents 3% Flappy gy Onen
EI@ My Cormputer tAi) P
- Search. ..
2y 3% Floppy (4:)
== HP_PAVILION (C:) E = Sharing. ..
-] BITWARE L ] =
-{_] edrom Local Disk (E:)  DAYE_  Scan with Morkon Antivirus
(7] dosboot F
2 FDelete Disk Wiper (C:)
-1 HP
-] hpinternet =] = P addta Zip
-] HP_ALIDIO GAME_FILES  ALEX
{:l ?cu U’E) (I_ Farmat. ..
[ imouse Create Shorkout
-] IoMEGA d p— ﬁ Rename
Wipe selected Drive C:, There would be no way Eo restore de
Froperties

In Windows Explorer, click adrive to select it. Execute ZDelete Disk Wiper
command from the File drop-down menu.

In aDOS console screen, start ZDELETE.EXE or ZD.EXE with a parameter
indicating the selected drive with or without slash in a command line.
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The example screens below, display the two methods available for command-line
operation of ZDelete.

Figure 3-4 shows a DOS environment where the user has navigated to the ZDelete
folder in order to issue the command to remove all files from drivef:.

Figure 3-4 Example Command From DOS Console Screen

E:“Program Files“LSoft Technologies“ZDelete>zdelete F:>

Note: If the path has been set to include the ZDelete folder, this command may be
issued from any location within the system.

From the ZDelete Console Application, enter the name of drive to be wiped.
Include the backslash, similar to the last line of the figure below:

Figure3-5 ZDelete Console Application

Command Prompt - zd

E:“Program Files“L3oft Technologiesz“ZDelete=d
ZDelete wv.2.8
gupyright {C> 1998-20P1 LSoft Technologies Inc.

9 days left for evaluation

Program usage:
ZD.EXE [CLEAR : DRIUE | FILE | FOLDER ! PATTERN i HELFP]

ZD E:-“~Program Filez“LSoft Technologiesz~ZDelete> f:ox

In the example above, the user started the ZDelete Console Application in DOS by
first navigating to the ZDelete folder in order to issue the command. The DOS
prompt changes to show the letters “ZD".

After the standard confirmation dialog, the wiping processis started. A progress screen
appears and you can watch the progress. Cancel the operation at any timewith the [Esc]

key.

After wiping the drive's empty spaces, Disk Wiper cleans the root directory to remove
the names of deleted files.
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Depending on the size of the hard drive, Disk Wiping may be along process, however it
gives you guaranteed results.



4 ZDELETE FOR WINDOWS
EXPLORER AND DOS
CONSOLE APPLICATION

This chapter gives an overview of ZDelete for Windows Explorer.

ZDelete for ZDelete for Windows Explorer isashell extension DLL that allows you to run ZDelete

Windows Explorer  commandsfrom within Windows Explorer. This option is convenient if you are

Basics accustomed to managing disk administration with the Windows Graphical User
Interface.

Figure4-1 Starting ZDelete from Windows

| Explore x
J File Edit Miew Favorites Tools  Help IR I
= Search. ..
i &8ss rch | L Fole »
< Explore sharing. ..
l Search... i Add ta Zip |
F' sharing x i Add to Itmp.zip il
= T [lbstrrarm =gl [trp. 2
(& i Add to Zip -3 o EEE o
H e Add to lkmp. zip :'
2 Zip and E- mp.zi b 2
T P-2F if Hp#YKeyview Pra Liities -
I pUS!an with Morton ghtivins ™
DKey'-.-'iew Pro Ukilities r < R
;LSEan with Morton gntivirus 1
\sand.m/ 3 Copy &
=] b
—  Mew » Create Shorkout =
D here would b Delete =
KeyWiew Pro Lkilities r
Rename
Create Shorkout )
Propetties
Delete
Rename
Propetties
Close

flstart | |J "]

From Microsoft Windows, engage ZDelete using one of the following methods:

1 ZDelete Can icon on the Desktop and in Explorer's tree

Select the item or group of items you want to destroy
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Using ZDelete for
Windows Explorer

O]

Drag and drop them onto the ZDelete Can on your Desktop or in Explorer's tree,
or ZDelete Can's view at the right side of the Explorer.

Fire animation will appear reminding you that these files will be permanently
destroyed

2 ZDelete command item in the File drop-down menu from the command tool bar
3 ZDelete command in a context menu when you right-click an item or group of itemsin

Explorer

ZDelete for Windows Explorer allows you to ZDelete datain afile, folder or group of
items from within Windows Explorer.

After engaging ZDelete, there will a confirmation screen asking to support your
intention to destroy the data (this option may be turned off in ZDelete Wizard). The
process will start if confirmed.

Note: If several items are selected, the confirmation screen asks for confirmation only
to start the process as defined, not to confirm each item within the definition.

Before engaging ZDelete, you can change the selection of items by clearing or enabling
checkmarks next to the item using mouse or keyboard.

If ZDelete isremoving afolder, al contents of the folder including subfolders (if they
exist) will be destroyed. Once all contents are destroyed, the folder itself is deleted.

If the program encounters errors while data ZDeleting is in progress (e.g., you do not
have correct rights for access to a particular file, or thisfile is being used in another
application) an error message will be displayed similar to the figure below:

Figure4-2 Sharing Violation Error Example
Eror x|

& sharing violation accurred while accessing file FiimailiCriginal Message.dac.,
Do You wank to cantinue the process of ZDeleting?

abart Retry | Ignore |
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The three buttons on this screen show your options:

Table4-1
Button Name Description
Abort Stop the process at this point
Retry Fix the problem by manually closing the other program or inserting a diskette.
Click Retry to ZDelete thefile.
Ignore The process will disregard the error message and will continue

While ZDeleting isin progress, a progress screen monitors activity. The process may be
cancelled by clicking Cancel on the screen or [Esc] on the keyboard (This option may
be turned off in ZDelete Wizar d).

Figure4-3 ZDeleting Progress
1o

e
T L
; J

CidIkmphshd officetprofilelsamples) JobsiMon-PayingyC ¥iSamplesisvr_guic

NERREENNANNENANNANNANNNNANNANE T

15 Seconds Remaining

ZDelete Console
Application Basics

ZDelete Console Application is an executable file named ZD.EXE and located in the
folder where you installed ZDel ete software.

This utility is designed for users who prefer command line disk administration
functions. This utility may be copied into the Windows system folder in order to have
access to it from every location in the system.

The utility may be run without a parameter to engage the command-prompt
environment. Alternately, run it with a parameter and return directly to the DOS
command console.

Figure4-4 ZDelete Command Prompt Screen

ommand Prompt - zd

E:“Program Files“LSoft Technologies“ZDelete>z=d
ZDelete v.2_8

Copyright (C> 1998-2001 LSoft Technologies Inc.
28 days left for evaluation

Program usage:
ZD_EXE [CLEAR @ DRIUE | FILE | FOLDER | PATTERN

ZD E:“Program Files“LSoft Technologies“ZDelete> c:
ZD G2
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Supported Thefollowing commands are supported in the ZDelete Console A pplication when
Commands running in command-prompt mode:

Table4-2 Commandsin ZDelete Console Application

Command

Description

1?

Displays help text on the console screen, including examples for drivename,
foldername and pattern commands.

Same as/?, above.

cd

Change directory navigation command.

clear

Runs ZDelete Auto-Cleaner to destroy filesin pre-defined profile. A list of
files, folders and items to be deleted appearsin the consol e screen along with a
confirmation message (unless disabled).

dir

Lists contents of the current folder, showing files and subfolders by name.
Operation of DIR is different from the DOS command. Asterisk (*) and
question mark (?) searches do not work with this command. Y ou cannot start
from one hard drive and display the contents of ancther drive. Y ou must first
navigate to the drive and then issue the command.

drivename

Runs ZDelete to remove all contents of the named drive from the root through
al folders, including al existing subfolders. All data on the drive will be
destroyed compl etely without a chance of recovery. Y ou will have a chanceto
confirm the action before it is engaged, unless the option has been turned off
with ZDelete Wizard setup.

Be aware that you will be asked to confirm the action only once for the drive
itself, not for each filein the drive.

exit

Exit from ZDelete Console Application mode.

foldername

Runs ZDelete to remove dl contents of the named folder including subfolders
(if any exist). Datawill be destroyed completely, and then the folder is
removed as well.

Be aware that you will be asked to confirm the action only once for the folder
itself, not for each file in folder (unless option has been turned off with
ZDelete Wizard setup).

help

Displays help text on the console screen, including examples for drivename,
foldername and pattern commands.

list

Listsal filesin current folder, including all files within subfolders (See
difference between DIR and LIST in the figure below).

pattern

Runs ZDelete Auto-Cleaner to destroy filesin pattern indicated by
parameters. Use asterisk (*) and question mark (?) for universal search
parameters.
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The figure below shows the difference between DIR and LIST commands:

Figure4-5 Showing the Difference Between DIR and LIST
[F]command Prompt - zd

ZD C:smy folder> dir

C:xMY FOLDER-.

C:~MY FOLDER-..

C=my Folder~Registration Form and Flyer_doc

C:wmy folder~Tools for helping in enrolling men to th.doc
G:~MY FOLDER-SUBFOLDER

ZD C:vmy folder> list

sRegistration Form and Flyer.doc

.~Tools for helping in enrolling men to th._doc
.“subFolder~Tools for helping in enrolling men to th.doc
-“subFolder~alpha.pdf

.~subFolderscoolimages . jpg

.~»subFolder~CPR for the captains for the rest of this cycle.doc
.“~zubFolder~geoff .ucf

.“subhFolder-~LD Reg Form.doc

-ssubFoldersleadership.txt

.ssubFoldersRegistration Form and Flyer.doc

.“~zubhFolder~aZ._ pdf

-“subFoldersalpha.tmp

-“subFolderscoolimages .tmp

-~»subFolder~CPR for the captains for the rest of this cycle.tmp
-ssubFoldersgeof f . tmp

.“~gubhFolder~LD Reg Form.tmp

.“subFolder~leadership.tmp

-“subFolder-aZ.tnp

Total 17 files
ZD Czsmy folder?

Using ZDelete When running ZDelete Console Application, start from a DOS console by entering the
Console Application command:

zd. exe

A copyright message will appear. If you are using the demonstration version of the
utility, the number of valid days remaining will be displayed. A two-line reminder of
ZDelete Console Application syntax is displayed. The prompt will change to indicate
that the ZDelete Console Application has been engaged. (See figure below)

Figure4-6 Starting ZDelete Console Application
[**]command Prompt - zd.exe

E:“Program Files“LSoft Technologies“ZDelete >zd.exe
ZDelete wv.2.8

Copyright <C> 1998-2001 LSoft Technologies Inc.

28 days left for evaluation

Program usage:
ZD_EXE [CLEAR : DRIUVE | FILE | FOLDER ! PATTERN | HELP]

ZD E:“Program Files“LSoft Technologies“ZDelete>

After entering the parameter, indicating file, folder or pattern to destroy, you will see a
confirmation screen, unless this option has been turned off in ZDeete Wizard. The
process starts after confirmation.
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If there are some errors while data zdeleting is in progress (e.g.you do not have correct
rights for access to a particular file, or thisfile is being used in another application) an
error message will be displayed similar to the figure below:

Figure4-7 Sharing Violation Error Message in ZDelete Console Application
[**]command Prompt - zd

ZD C:v> c:vwmy folders*.doc

Recovery becomes impossiblet

Are you sure you want to ZDelete C:~MY FOLDER~*.DOC? [¥-N1

c:wmy foldersRegistration Form and Flyer.doc

A sharing violation occurred while accessing file c:my folder~Hegistrati
and Flyer.doc.

Do You want to continue the process of ZDeleting?

[Albort,. [Rletry,. L[Ilgnore ? L[A-R-/I1

The three options on this screen show your choices. Choose an option by pressing the
first letter of the command.

Table 4-3 Sharing Violation Options
Option Name Description

[A]bort Stop the process at this point

[R]etry Fix the problem by manually closing the other program or inserting a diskette.
Enter [R]etry to ZDelete thefile.

[I1gnore The process will disregard the error message and will continue

While ZDeleting isin progress, a progress screen monitors activity. The process may be
cancelled by clicking Cancel on the screen or [Esc] on the keyboard (this option may
be turned off in ZDelete Wizar d).



ZDELETE CONSOLE
APPLICATION

This chapter gives an overview of ZDelete Console Application.

ZDelete Console
Application Basics

ZDelete Console Application is an executable file named ZD.EXE and located in the
folder where you installed ZDel ete software.

This utility is designed for users who prefer command line disk administration
functions. This utility may be copied into the Windows system folder in order to have
access to it from every location in the system.

The utility may be run without a parameter to engage the command-prompt
environment. Alternately, run it with a parameter and return directly to the DOS
command console.

Figure5-1 ZDelete Command Prompt Screen

mmand Prompt - zd

E:“Program Files“L3oft Technologiezs“ZDelete=d
ZDelete wv.2.8

Copyright (C) 1998-200P1 LSoft Technologies Inc.
28 days left for evaluation

Program usage:

ZD.EXE [CLEAR § DRIVE | FILE i FOLDER | PATTERN

ZD E:“Program Filez“LSoft Technologies“ZDelete? c:

ZD Cin3
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Supported Thefollowing commands are supported in the ZDelete Console A pplication when
Commands running in command-prompt mode:

Table5-1 Commandsin ZDelete Console Application
Command Description

? Displays help text on the console screen, including examples for drivename,
foldername and pattern commands.

? Displays help text on the console screen, including examples for drivename,
foldername and pattern commands.

cd Change directory navigation command.

clear Runs ZDelete Auto-Cleaner to destroy filesin pre-defined profile. A list of

files, folders and items to be deleted appearsin the consol e screen along with a
confirmation message (unless disabled).

dir Lists contents of the current folder, showing files and subfolders by name.
Operation of DIR is different from the DOS command. Asterisk (*) and
question mark (?) searches do not work with this command. Y ou cannot start
from one hard drive and display the contents of ancther drive. Y ou must first
navigate to the drive and then issue the command.

drivename RunsZDelete to remove al contents of the named drive from the root through
al folders, including al existing subfolders. All data on the drive will be
destroyed completely without a chance of recovery. Unless the options has
been turned off with ZDelete Wizard, you will have a chance to confirm the
action beforeit is engaged.

exit Exit from ZDelete Console Application mode.

foldername RunsZDeleteto remove al contents of the named folder including subfolders
(if any exist). Datawill be destroyed completely, and then the folder is
removed aswell. Be aware that if you indicate afolder by name, you will be
asked to confirm the action only once for the folder itself, not for each filein
folder (unless option has been turned off with ZDelete Wizard setup).

help Displays help text on the console screen, including examples for drivename,
foldername and pattern commands.

list Listsal filesin current folder, including all files within subfolders (See
difference between DIR and LIST in the figure below).

pattern Runs ZDelete Auto-Cleaner to destroy filesin pattern indicated by
parameters. Use asterisk (*) and question mark (?) for universal search
parameters.
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The figure below shows the difference between DIR and LIST commands:

Figure5-2 Showing the Difference Between DIR and LIST
[F]command Prompt - zd

ZD C:smy folder> dir

C:xMY FOLDER-.

C:~MY FOLDER-..

C=my Folder~Registration Form and Flyer_doc

C:wmy folder~Tools for helping in enrolling men to th.doc
G:~MY FOLDER-SUBFOLDER

ZD C:vmy folder> list

sRegistration Form and Flyer.doc

.~Tools for helping in enrolling men to th._doc
.“subFolder~Tools for helping in enrolling men to th.doc
-“subFolder~alpha.pdf

.~subFolderscoolimages . jpg

.~»subFolder~CPR for the captains for the rest of this cycle.doc
.“~zubFolder~geoff .ucf

.“subhFolder-~LD Reg Form.doc

-ssubFoldersleadership.txt

.ssubFoldersRegistration Form and Flyer.doc

.“~zubhFolder~aZ._ pdf

-“subFoldersalpha.tmp

-“subFolderscoolimages .tmp

-~»subFolder~CPR for the captains for the rest of this cycle.tmp
-ssubFoldersgeof f . tmp

.“~gubhFolder~LD Reg Form.tmp

.“subFolder~leadership.tmp

-“subFolder-aZ.tnp

Total 17 files
ZD Czsmy folder?

Using ZDelete When running ZDelete Console Application, start from a DOS console by entering the
Console Application command:

zd.exe

A copyright message will appear. If you are using the demonstration version of the
utility, the number of valid days remaining will be displayed. A two-line reminder of
ZDelete Console Application syntax is displayed. The prompt will change to indicate
that the ZDelete Console Application has been engaged. (See figure below)

Figure5-3 Starting ZDelete Console Application
[**]command Prompt - zd.exe

E:“Program Files“LSoft Technologies“ZDelete >zd.exe
ZDelete wv.2.8

Copyright <C> 1998-2001 LSoft Technologies Inc.

28 days left for evaluation

Program usage:
ZD_EXE [CLEAR : DRIUVE | FILE | FOLDER ! PATTERN | HELP]

ZD E:“Program Files“LSoft Technologies“ZDelete>

After entering the parameter, indicating file, folder or pattern to destroy, you will see a
confirmation screen, unless this option has been turned off in ZDdete Wizard. The
process starts after confirmation.
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If there are some errors while data zdeleting is in progress (e.g.you do not have correct
rights for access to a particular file, or thisfile is being used in another application) an
error message will be displayed similar to the figure below:

Figure5-4 Sharing Violation Error Message in ZDelete Console Application
[**]command Prompt - zd

ZD C:v> c:vwmy folders*.doc

Recovery becomes impossiblet

Are you sure you want to ZDelete C:~MY FOLDER~*.DOC? [¥-N1

c:wmy foldersRegistration Form and Flyer.doc

A sharing violation occurred while accessing file c:my folder~Hegistrati
and Flyer.doc.

Do You want to continue the process of ZDeleting?

[Albort,. [Rletry,. L[Ilgnore ? L[A-R-/I1

The three options on this screen show your choices:

Table5-2 Sharing Violation Options
Option Name Description

Abort Stop the process at this point

Retry Fix the problem by manually closing the other program or inserting a diskette.
Enter [R]etry to ZDelete thefile.

Ignore The process will disregard the error message and will continue

While ZDeleting isin progress, a progress screen monitors activity. The process may be
cancelled by clicking Cancel on the screen or [Esc] on the keyboard (This option may
be turned off in ZDelete Wizar d).
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LICENSING ZDELETE

This chapter describes the ZDelete license.

Licensing Policy

Windows Licensing
Method

(i)

The free 30-day evauation version of the program is fully functional and gives you
complete protection.

When you start using the program, you can see how many days are remaining for the
evaluation period every time the confirmation screen appears.

After the evaluation period has expired, the program becomes un-usable.

When you purchase a Product Registration Key (or Serial Number), complete the
registration in one of two ways.

From Windows Start, click Programs. Click Register ZDelete from the ZDelete
menu. The Register ZDelete screen appears.

Figure6-1 Register ZDelete

Register ZDelete

Fegistration Infarmation:

Email: ||

Fegiztration Key:

[Serial Wumber)

® 2002 LSoft Technologies Inc. Oderkey | [ Register | Cancel |

Note: If you manually dial your Internet service provider in order to navigate to a \Web
page, do so before continuing.

Enter your Email address and click Order Key. You will be taken to the Order
ZDelete Website screen. Enter your contact information, order quantity and credit card
number. Your order will be sent to our offices and you will receive the Product Key as
an Email attachment.
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Registration Dialog
Licensing Method

1 After the 30-day tria period, if you try to start ZDelete, a Registration dialog screen
appears.

2 Enter your Email and Registration Key (Serial Number) in the registration dialog and
follow instructions on the screen.



ZDELETE FREQUENTLY ASKED
QUESTIONS

This chapter covers FAQ about ZDelete.

Q: What isthe purpose of ZDelete?

A: To prevent others to access your private data you want to delete, i.e. stealing your
information. ZDelete is your personal security manager.

Q: Can | schedule ZDeletetorun periodically and clean up my hard drives?

A: ZDelete Auto-Cleaner can be scheduled for cleaning up your hard drives
automatically (without user's interaction) using standard M S Windows Task Scheduler
(see Scheduling ZDelete Auto-Cleaner in Chapter 3).

Another way to create a scheduling profile isto start the ZDelete Wizard and go to
Step 4. In this screen, click the Run Scheduler button.

Q: How easy isit to access ZDelete functions?

A: ZDelete can be engaged a number of different ways. From your keyboard, you can
usethe[Ctrl+Alt+Z] key combination. There are shortcuts in the Windows Sart menu
and on your desktop to run ZDelete Auto-Cleaner.

Here are some other waysto run ZDelete:

From M S Explorer right-click afile or adrive (or a selected group of files and
folders). From the context menu choose ZDelete, ZDelete Auto-Cleaner, or
ZDelete Disk Wiper.

From the M S-DOS prompt (in Windows 95/98) or Command Prompt (Windows
NT/2000), start Console Application ZD.EXE with or without parameters.

Q: Which Operating Systems and File Systems are best to use with ZDelete?

A: ZDelete has been successfully tested with the following operating systems and file
systems:

32-bit Windows operating systems:
Windows 95/98/M E and Windows NT3.51/4.0/2000/X P
File Systems:

FAT12, FAT16, FAT32, NTFS.
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CHAPTER 7: ZDELETE FREQUENTLY ASKED QUESTIONS

Q: What isthe difference between ZDelete for Windows Explorer and ZDelete
Console Application?

A: ZDelete for Windows Explorer isdesigned for those who like to use a Graphical

User Interface. ZDelete Console Application isfor those who prefer acommand-line
environment.

Q: Dol need special OS permissionstoinstall and use the software?
A: Toinstall software on Windows 95/98/M E you do not need special permission.

To install software on Windows NT/2000 you need permission to install applications
(i.e. asan Administrator or in the Power Users group).

To use software you do not need any special permissions, unless the file islocated on
an NTFS partition. You must have permissionsto “write” to the particular file in order
to destroy it (you can not destroy the data if you do not have access to it).

Q: If | use Netscape Navigator and Internet Explorer, can | use ZDeleteto
clean-up temporary filesin Cache and Cookies?

A: Yes, ZDelete Auto-Cleaner can clean Temporary Internet Files, Cookies, History,
Favorites, and whatever else you specify in ZDelete Wizar d. Netscape Navigator users
might experience some limitations (see Attention to Netscape Navigator Usersin
Chapter 2).

Q: After | finish using a hard drive or a floppy, how can | make surethat nothing
can berestored?

A: ZDdeteand ZDelete Disk Wiper both serveto this goal. Follow the steps below to
remove all data:

1 Run ZDelete for the documents and folders you want to destroy.

Run ZDelete Disk Wiper for the floppy drive or al logical drives on ahard drive, and
it cleans up al free space. Nothing from previously deleted temporary files and folders
will be recoverable.

The next person to use your floppy or hard drive will see only the files and folders you
leave untouched by the ZDelete process.

Q: Does ZDelete Software comply with any industry standards for data removal ?
A: Yes, ZDelete complies with the US DoD 5220.22-M / NISPOM 8-306 standard for
cleaning and sanitizing.

For data destruction it follows the Department of Defense recommendation

“Overwrite all addressable locations with a character, its
conpl enent, then a random character and verify”.

Moreover, you can specify the number of passes yourself (one pass by default), thus the
base operation can be repeated as many times as you need.

Q: Isthereaway to hide the ZDelete Can located on my Desktop?

A: Itissimple to change the appearance of your Desktop. Inthe ZDelete Wizard, clear
the related checkbox in Step 5.
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